
Why Contact Centres are the Ideal Target for 
Fraudsters

Using Data to Spot and 
Stop Fraud in the 
Contact Centre



The scale of the problem 



40%
Of all crime in the UK

61%
Of fraud interacts with a 
contact centre

35%
Increase in account take over 
last year

£1.2bn
Reported Cost of Fraud

79%
B2B organisations reporting 
attempted fraud

14%
Estimate of actual fraud 
reported



Fragmented Defense : Why Scammers Succeed

Commercial in confidence

The problem is not a 
deficiency in tools, but a 
critical deficiency in data-
sharing between them. The 
attacker knows:-

• the IVR is "dumb,“
• the agent is "blind," 
• the QA approach is 

"random." 

The core of an effective 
strategy is to connect these 
silos with a single thread of 
real-time intelligence in data-
sharing between them. 

The IVR Silo: The IVR (Interactive Voice Response) system likely treats every 

caller with the same level of suspicion. It has no pre-call context, forcing 
genuine clients to endure high-friction authentication processes, while 
attackers can simply probe the system for options.

The Agent Silo: The agent is "blind." When a call is connected, they have 
no way of knowing if the caller is a high-value, legitimate client or a known / 
suspected fraudster deep into a social engineering script. They are forced to 
become interrogators, which damages the customer relationship.

The QA Silo: The Quality Assurance team is looking for a needle in a 
haystack. With manual, random sampling, they may review less than 2% of 
calls, making it statistically impossible to find the 1-in-500 malicious calls that 
matter

Silo 1

NETWORK

Silo 2

IVR

Silo 3

Agent

Silo 4

QA

The Network Silo: Traditional network firewalls have no visibility into 
caller intent or context. They can block numbers, but not sophisticated, 

spoofed, or novel threats.



The “Fraud Formula” structured 
approach fraudsters will target 
you with



1. Reconnaissance 

2. Target Selection 

3. Preparation

4. Initial Contact

5. Verification Bypass

6. Execution

7. Covering Tracks

PII from breaches, social media, public websites

Pick high value and / or data rich accounts

Scripts, spoof numbers, fake emails, mules

First test of script and techniques

Social Engineer Agent

Change account setting, payments & transfers

Change and delete details and collect money 
from mules



Conversational cues that help 
you spot fraudulent activity



Declaring 

vulnerabilities

Urgency & 

Pressure 

Tactics

Change Of 

Account Details 

followed by 

sensitive 

transaction

Hesitation and 

unnatural 

cadence

Use of 

Background 

Noise… crying 

babies

Attempts to 

take control of 

the verification 

process

1 2 3

4 5 6



Detection techniques 



How you can use Speech 
Analytics to defend your contact 
centre



Survey at the end of the webinar

Register interest for 
Speech Analytics 
Assessment



Data cues that help you spot 
fraudulent activity



Short calls + 

high repeat rate

Callback 

patterns

Invalid or 

mismatched 

contact details

Unusual time of 

day

Channel 

hopping

Multiple 

identities, same 

device or 

number

Failed 

authentication 

clustering

High transfer / 

hold rates

1 2 3 4

5 6 7 8



Survey at the end of the webinar

Register interest for 
Data Queries to Spot 
Fraud



Effective ID&V in IVR’s





Preventing scammers reaching 
the call centre





That’s not me!



1. Have a Profile / Account ?

2. Posted about Your Pet?

3. Happy Birthday?

4. At The Airport?

5. Published a Video?

6. Pictures of Yourself?

7. Checked In?

60 Second OSINT Profile - Relationships & Tone 
of Voice

Pet’s names are often security questions

DOB and in particular year is key information, 
also can identify maiden names.

Highlights off-grid moment for SIM-SWAP fraud.

30 Seconds of audio to create a 95% accurate 
voice clone

Creation of Deep Fakes that can trick “Proof of 
Life”

Location can be used to verify transactions.  
Location services can also reveal in photos.



Survey at the end of the webinar

Register interest for 
Scamming Risk 
Assessment



Thank you for attending
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